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Abstract: To the rising storage costs of IT Enterprises, the cloud computing has been envisioned as the de-
facto solution. For enterprises to frequently update their hardware with the high costs of data storage devices
as well as the rapid rate at which data is being generated it proves costly. A part from decrease in storage
costs data outsourcing to the cloud also helps in sinking the safeguarding. User does not have any control as
they are remotely located and cloud storage moves the user’s data to large data centers. However, this
exclusive feature of the cloud poses many new safety challenges which need to be clearly unspoken and
resolved. To assure the customer of the integrity i.e. correctness of his data in the cloud is one of the
important concerns that need to be addressed is. To check if the reliability of his data is maintained or is
compromised as the data is physically not accessible to the user the cloud should provide a way for the user.
In this paper, to check the correctness of data in the cloud, a scheme which gives a proof of data integrity in
the cloud which the customer can employ is proposed here. Both the cloud and the customer and can be
incorporated in the Service level agreement (SLA) and this proof can be agreed. This method ensures that the
storage space at the client side is negligible which will be valuable for thin clients.
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I. INTRODUCTION
Many firms and users owing to its economic
advantages to data outsourcing as cloud storage
servers are raising the trend. This effectively means
that the owner (client) of the data moves its
information to a third party cloud storage server
which is believed to - presumably for a fee -
realistically store the data with it and provide it back
to the owner whenever necessary [1]. To frequently
update their hardware whenever additional data is
created as the data generation is far outpacing data
storage it proves costly for small firms and
maintaining the storages can be a difficult task [2] .
By reducing the costs of storage, maintenance and
personnel storage outsourcing of data to cloud
storage helps such firms. The data thereby reducing
the chance of losing data by hardware failures as it
can also assure a reliable storage of important data by
keeping multiple copies of. The problem of avoiding
local storage of data through storing of user data in
the cloud in spite of its advantages has many
attractive safety concerns which need to be widely
investigated for making it a reliable solution [3].
II. TESTIMONY OF RETRIVABILITY
SYSTEM
Many problems like data validation and reliability,
outsourcing encrypted data and related complicated
problems dealing with querying over encrypted
domain were discussed in research literature [4]. In
this paper, for obtaining a proof of data possession in
the cloud sometimes referred to as Proof of
retrievability (POR) which is deal with the problem
of implementing a protocol [5].
Fig 1: Data Reliability proof in Cloud Storage
A user at remote data storage in the cloud is not
modified by the archive and thereby the integrity of
the data assured and this problem tries to obtain and
verify a proof that the data that is stored. Such kinds
of proofs are very much useful in peer-to-peer
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storage systems, network file systems, lasting
archives, web-service object stores, and database
systems. By using frequent checks on the storage
archives the data stored at it without the consent of
the data owner such verification systems prevent the
cloud storage archives from misrepresenting or
modifying. Such checks must allow the data owner to
proficiently, regularly, rapidly and steadily confirm
that the cloud archive will not corrupt the owner.
Corrupting in this context means that the storage
archive might delete some of the data. It might be
simply unreliable and lose or inadvertently corrupt
the hosted data as it must be noted that the storage
server might not be malicious. For malicious as well
as unreliable cloud storage servers the data integrity
schemes that are to be developed need to be equally
applicable. Any such proofs of data possession
schemes do not, by it, defend the data from
dishonesty by the collection. A remotely located file
at an unreliable cloud storage server just allows
detection of tampering or deletion. Other kind of
techniques like data redundancy across multiple
systems can be maintained to ensure file robustness.
III. DATA RELIABILITY PROOF IN
CLOUD BASED STORAGE
We are often limited by the resources at the cloud
server as well as at the client while developing proofs
for data possession at un-trusted cloud storage
servers. By accessing the entire file can be expensive
in I/O costs to the storage server as given that the
data sizes are large and are stored at remote servers.
The client can consume heavy bandwidths by
transmitting the file across the network which is
shown in fig 1. Furthermore, for normal storage and
retrieving purpose, the I/O to establish the data proof
interferes with the on-demand bandwidth of the
server used. Hence a data reliability proof that has to
be developed needs to take the above restrictions into
reflection. To access the entire file or the client
retrieving the entire file from the server the scheme
shown in fig 2 should be able to produce a proof
without the need for the server.
Fig 2: Cloud Security and Privacy
The bandwidth consumed at the client scheme should
minimize the local computation. Irrespective of the
size of the data file and two functions which generate
a random sequence in our data reliability protocol the
verifier needs to store only a single cryptographic key
and the verifier does not store any data with it. Before
storing the file at the documents, the verifier first
preprocesses the file and appends some Meta data to
the file and stores at the archive. The verifier uses
this Meta data to verify the integrity of the data at the
time of verification. It is important to note that our
proof of data reliability procedure just checks the
reliability of data if the data has been illegitimately
modified or deleted. It does not avoid the archive
from modifying the data. Other schemes like
redundant storing can be implemented in order to
prevent such modifications or deletions. The data
integrity at the cloud storage, before the client storing
its data file at the client should process it and create
appropriate Meta data which is used in the later stage
of authentication.
IV. RESULT:
Our method was extended to decrease the
computational and storage overhead of the client as
well as to reduce the computational overhead of the
cloud storage server. We also reduced the size of the
proof of data reliability so as to lessen the network
bandwidth utilization. The process of encryption of
data usually consumes a great computational power.
V. CONCLUSION:
In this paper, the cloud storage servers with bare
minimum costs and efforts to facilitate the client in
getting a proof of integrity of the data which he
wishes to store is proposed. To minimize the
computational overhead of the cloud storage server
our scheme was developed to reduce the
computational and storage overhead of the client. To
reduce the network bandwidth consumption the size
of the proof of data integrity is minimized. The bit
generator function g, and the function h which is used
for encrypting the data two functions which are
stored at the client. Hence the storage space at the
client is very much negligible compared to all other
schemes that were developed. Hence this method
proves beneficial to thin clients like (personal digital
assist) PDAs and mobile phones. A large
computational power is generally consumed by the
operation of encryption of data. In our scheme on the
computational time of the client, the encrypting
process is very much limited to only a fraction of the
whole data. To generate the proof of data integrity
many of the schemes proposed earlier require the
archive to perform tasks that need a lot of
computational power.
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